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OPTIMIZED POD MODULE/HOST INTERFACE * 
Background of the Invention 

Field of the Invention 

[0001] The present invention is directed to component interfaces, and more 
particularly to an interface for coupling a point of deployment (POD) module to a host 
device. 

Description of the Related Art 

[0002] Various electronic devices use terminals for receiving data and controlling 
user access to data. One common use for terminals is in advanced subscription television 
systems, where each subscriber is provided with a set-top terminal containing electronic 
equipment connecting the subscriber's television or other electronic equipment with a 
service provider's television system, such as a cable or satellite system. This provides the 
subscriber with access to dozens or even hundreds of different programming channels as 
well as the option to access additional services such as premium channels, pay-per-view 
programming, video-on-demand programming and the Internet. The set-top terminal 
processes the signal received from the service provider to deliver selected services to each 
subscriber. 

[0003] As service providers offer expanded premium services, companies have 
offered more sophisticated security techniques to ensure that only subscribers who have 
paid for the premium services have access to them. One device that has been developed 
for providing conditional access is a removable, replaceable security point-of-deployment 
(POD) module that can be installed into the set-top terminal, which acts as a host device. 
The POD module permits conditional access of restricted services to paying subscribers 
while providing security against unauthorized signal reception. In one embodiment, the 
POD module is provided by the service provider to paying subscribers and installed in a 
host port in the set-top terminal. 
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[0004] As certain applications have led to incorporating functionalities from an 
integrated terminal into a segregated POD module/host configuration, many of the 
terminal functions are partitioned between the POD module and the host, leading to 
inefficient implementation. Any data transfer between the POD module and the host 
requires conforming with a layered set of protocols, causing relatively slow and 
inefficient data sharing and forwarding. Further, current systems rigidly delineate and 
segregate the POD module and host functions, making it difficult to transfer the 
integrated terminal functions into a segregated POD module/host environment. 

[0005] There is a need for a more efficient structure that allows a POD module/host 
structure to function as a unified device. 



Summary of the Invention 

Accordingly, the present invention is directed to an apparatus for providing a 
function to a host terminal, comprising a point of deployment (POD) module that can be 
connected to the host and an interface between the POD module and the host, wherein the 
interface selectively integrates the POD module and the host such that the POD module 
and host act as a unified architecture. 

The invention is also directed to a method for providing a function to a host 
terminal, comprising the steps of connecting a point of deployment (POD) module to a 
host via an interface and selectively integrating the POD module and the host such that 
the POD module and host act as having a unified functional architecture. 

Brief Description of the Drawings 

[0006] Figure 1 is a representative diagram of a POD module coupled to a host 
according to one embodiment of the present invention; 
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[0007] Figure 2 is a representative diagram of another embodiment of the present 
invention; and 

[0008] Figure 3 is a flow diagram of one method according to the present invention; 
and 

[0009] Figure 4 is another flow diagram illustrating another method according to the 
present invention. 



Detailed Description of the Embodiments 

[0010] Figure 1 is a block diagram representing one embodiment of an optimized 
interface 100 between a point of deployment (POD) module 102 and a host 104 according 
to one embodiment of the present invention. The POD module 102 and host 104 can be 
connected together using any known means, such as a standard interface as defined by 
OpenCable(tm) , which is based on the National Renewable Security Standard (NRSS-B) 
. The interface 100 selectively integrates the POD module 102 and the host 104 so that 
the POD module 102 and host 104 act as a unified architecture by, for example, allowing 
direct memory access (DMA) and data transfer between the POD module 102 and host 
104 through a reconfigured interface 106. The DMA transfer can involve, for example, 
allowing the POD module 102 to access a memory in the host 104 rather than conducting 
data transfer through cumbersome protocol stacks. This allows faster, more efficient data 
sharing and forwarding between the POD module 102 and host 104. 

[0011] Although the POD module 102 and host 104 are still physically separate 
components the DMA transfer and/or shared memory enabled by the reconfigured 
interface 106 creates a unified functional architecture, allowing many functions, such as 
applications and associated security functions, to operate as if the POD module 102 and 
the host 104 are a single unit. This prevents any problems in functions, such as 
authentication and authorization of code objects, that would otherwise be adversely 
affected by the normal functional partitioning between the POD module 102 and the host 
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104 in a standard, established interface 108. By selectively overriding the separation 
between the POD module 102 and the host 104, the invention functionally integrates the 
POD module 102 and the host 104, simplifying transfer of integrated terminal functions 
into a POD module/host environment. 

[0012] The pin configuration itself in the interface 100 can be any functional 
configuration and can be used as address/data bus lines between the POD module 102 and 
the host 104. To provide the DMA function between the POD module 102 and host 104 
one of the pins in the interface 100 can act as a DMA pin. Note that some standard 
interfaces, such as the NRSS-B interface, includes one or more reserved pins that are 
normally functionally inactive. These reserved pins in the standard established interface 
108 can be selectively used by the invention as DMA pins in the configured interface 106 
to integrate the POD module 102 and the host 104. Alternatively, the pins can have an 
established functional pin layout that is selectively changed to a reconfigured functional 
pin layout to allow DMA transfer and/or shared memory access to occur between the 
POD module 102 and the host 104. In this case, the pins would have dual functions, with 
a first function assigned by a standard established functional pin layout acting as the 
established interface 108 and the second function, such as a DMA transfer function or a 
shared memory function, provided by a reconfigured functional pin layout acting as the 
reconfigured interface 106. 

[0013] The selective reconfiguration can be triggered when the POD module 102 and 
the host 104 interface for the first time. More particularly, when the POD module 102 
initially connects with the host 104, the POD module 102 checks the identity of the host 
104 to determine whether the host 104 is an authorized host (e.g., whether the host 104 is 
manufactured by a recognizable manufacturer that supports the reconfiguration feature) 
and, if the host 104 is an authorized host, activates the reconfiguration. The actual 
detection process can be based on an identifier that the host 104 provides the POD 
module 102 and that is based on the standard set of transactions defined by any known 
standard, such as that specified by OpenCable(tm). The POD module 102 can then 
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determine based on the identifier whether the reconfiguration feature may be activated. 
As a practical matter, a manufacturer that is manufacturing both POD modules 102 and 
hosts 104 may implement the authorization feature, or a set of host manufacturers may 
agree to the implementation. 

[0014] In one embodiment, the integration function would occur only if the host 104 
is an authorized host. For example, if the POD module 102 is connected to a non- 
authorized host 104, the interface 100 between the POD module 102 and the host 
operates in a conventional manner as defined by the standard, established interface 108. 
In the case of an established functional pin layout, for example, the pins will remain in 
the established functional pin layout if the POD module 102 is connected to a non- 
authorized host 104. Similarly, if the established pin layout has a reserved, functionally 
inactive pin that is used selectively to integrate the POD module 102 and the host 104, the 
reserved pin will remain functionally inactive if the host is a non-authorized host 104. 

[0015] If the POD module 102 is connected to an authorized host 104, such as a host 
104 made by the same manufacturer as the POD module 102, the interface 100 can be 
switched on demand from the established interface 108 to the reconfigured interface 106. 
In the case of a pin layout having an established functional configuration, for example, 
the interface 100 will switch from the established functional pin layout 108 to the 
reconfigured functional pin layout 106 to integrate the POD module 102 and host 104. 
Similarly, in an interface, such as an NRSS-B interface, having one or more reserved pins 
in the established interface 108, connecting the POD module 102 to an authorized host 
104 switches the reserved pins to DMA pins in the reconfigured interface 106 to 
functionally integrate the POD module 102 and host 104. 

[0016] Figure 2 illustrates another embodiment of the present invention. Figure 2 
shows a first memory 1 10 in the host 102 and a second memory 1 12 in the POD module 
102. The invention does not require both memories 110, 112 and can operate with only 
one of the memories without departing from the scope of the invention. The 
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reconfigured interface 106 allows sharing of the two memories 110, 112 when the POD 
module 102 and host 104 are integrated together. In other words, regardless of where the 
memory 110, 1 12 is specifically located, the shared memory function provided by the 
reconfigured interface 108 allows the POD module 102 and host 104 to access the same 
memory. As noted above, functional integration between the POD module 102 and the 
host 1 04 may enable shared memory access as well as DMA transfer. As an example, the 
shared memory allows the POD module 104 to share the host's memory 110 burden for 
memory-intensive POD module functions by providing its own host accessible memory 
112 rather than requiring all of the needed memory to reside entirely on the host 104 or 
entirely on the POD module 102. 

[0017] Figures 3 and 4 are flowcharts illustrating embodiments of a method according 
to the claimed invention. As shown in Figure 3, one embodiment of the inventive method 
includes the steps of connecting the POD module to the host at step 300 and selectively 
reconfiguring the interface between the POD module and host at step 302 to form a 
functionally unified architecture. Figure 4 illustrates another possible method that 
involves connecting the POD module 102 to the host 104 at step 400 and checking 
whether the host is an authorized host at step 402. If the host 104 is not an authorized 
host, the POD module 102 and host 104 remain functionally separate and operate 
normally at step 404 via the standard, established interface 108. If the POD module 
determines that the host 104 is an authorized host, the POD module 102 requests the host 
104 to reconfigure the pin layout at step 406. The host 104 then reconfigures the 
functional pin layout at step 408, generating the reconfigured interface 106 allowing the 
functional integration between the host 104 and the POD module 102 to take effect. 

[0018] As a result, the integrated POD module/host interface creates a unified 
functional architecture that is facilitated by a shared memory and/or DMA between the 
physically separate POD module and the host. The unified architecture provided by the 
invention avoids the inefficiencies encountered when, for example, functions performed 
on an integrated terminal are adapted to* a segregated POD module/host environment. 
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Further, the invention can maintain the security features provided by the POD 
module/host environment without sacrificing other functionalities due to the separate 
POD module and host components. 

[0019] While the invention has been specifically described in connection with certain 
specific embodiments thereof, it is to be understood that this is by way of illustration and 
not of limitation, and the scope of the appended claims should be construed as broadly as 
the prior art will permit. 



